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In March, 2008, I penned an article detailing the lessons my organization learned when we acquired 
and implemented an Emergency Notification Solution. Another equally important project I‟ve been 
working on is the identification of all critical applications existing at EBMUD (the District).  After 
identifying, the next step was to rank them in tiers with Tier 1 as the most critical, Tier 2 moderately 
critical, and Tier 3 as least critical.  One application running at EBMUD that was identified as “critical” 
was our email system. We are currently using Microsoft Outlook/Exchange.  Since MS Outlook/Exchange 
was deemed Tier 1 and, therefore, critical to the District‟s operational capability, we decided to 
“outsource” this function with the intent of, at sometime in the future, bringing the solution “in house”.  
We decided it would be easier to acquire a vendor‟s solution to provide this backup function based upon 
two major requirements:  

 
 Short period of time to have a solution in place and working. 

 Cost: hardware, alternate site, and staff resources to provide this function “in-house” vs. having 
a vendor provide the necessary platform and support.  

 
The vendor (name withheld to protect the innocent) we selected was able to, with their offering, 

mirror our existing Outlook/Exchange calendars and contact folders. One drawback is that it doesn‟t 
mirror a District user‟s mail “in-box”.  When we activate the solution, whether in “test” mode (which we 
do District-wide at least twice a year) or “actual” activation, District users will have access to their 
calendar and contact entries (read only) and empty mail folder. During a “test” or “actual” activation, any 
emails generated will be ported back to each user‟s Outlook/Exchange “in-box” during the recovery 
process. The layout, (“look and feel”) of the backup email, is a tad different from what District users are 
familiar with.  The important fact is that we have access to email during an emergency whether local (our 
Outlook/Exchange servers are down) or regional, where a portion or all the District‟s systems are not 
available.                   

 
In Summary: 
  
The above is by no means a perfect solution but, for the time being, it meets our requirement for 

having access to backup email during an emergency when our primary system is not available. If you‟re 
faced with a similar dilemma and need to establish a backup email solution, having a vendor provide this 
function is worth a look… 

 

 

mailto:newsletter@brma.com


 

Official Notice: “Articles published in the BRMA Newsletter reflect research, opinions, and experience of the member/author and have not been validated, endorsed, or substantiated by the Board of Directors of the BRMA organization.” 
 

 

 

 
 

2 BRMA 

 
 

 President‟s Column by Dave Morgan 

  

 BARCfirst/BENS/BRMA Joint Infrastructure Symposium     
provided by Barry Cardoza, CBCP 

  

This is a heads up about the 2009 BRMA Vendor Faire to be 
conducted at the October 29th Meeting in San Francisco at the 
Whitcomb Hotel.  If you are a BRMA Vendor Member, this is the only 
time you can shine and market your products and services to the 
BRMA Membership.  Look for information from the Program 
Committee in the coming weeks on how to register for a display 
booth or speaking slot. 

Later this year we will be conducting the 2009 BRMA Board of 
Directors election for the four offices of President, Secretary, 
Program Director and Ad-Hoc Committee Director.  Gary Monk has 
volunteered to lead the nominations committee and will need some 
volunteers to assist him in securing the nominees and preparing the 
ballots for mailing.  Please contact Gary or me if you are interested 
in participating in the committee. 

 
Gary Monk - gmonkcbcp@gmail.com 
Dave Morgan - dmorgan2@delta.org  

 

I don‟t believe this event could have been held a couple of years 
ago.  We‟d never have been able to „bring everyone to the table.”  
The Joint Infrastructure Symposium is a testament to the success of 
the private/public partnerships that have formed over the past few 
years.  This “summary” is so lengthy that you might think it could not 
be a summary at all.  But, these are only some of the major points to 
come out of an event that was comprised of multiple presentations 
within five panels: 

 

 Setting the Stage – Earthquake Impact on the Bay 
Area 

 Telecommunications 

 Power, Gas, Water 

 Transportation 

 Financial and Consumer Services 

Ian Lintermans introduced the event and its purpose.  Then, 
Mary Lou Zoback of Risk Management Solutions (formerly with USGS) 
spoke about forecasting the losses that could occur as a result of a 
major Bay Area quake that is likely within the next 30 years (and 
could be today).  She showed a real-time animation of the 6.9 Loma 
Prieta quake that started in the Santa Cruz Mountains and remarked 
that it was “tiny” in comparison to other quakes and quakes that 
could be in our future.  Mary Lou showed a recreation of the 1906 
San Andreas quake and said that it would take 32 Loma Prieta 
earthquakes to equal the amount of energy that was 
released by the 1906 quake.  She pointed out that the last 
Hayward Fault last produced a major quake in 1868, has an average 
repeat time of 140 years, and challenged us to “do the math.” 

Mary Lou then talked about what a quake like the 1906 event 
could do if it started in the north where soft sediment could make it 
much worse.  She noted the fragility of the Sacramento levy 
system and it provides 2/3 of our freshwater supply, which 
includes 20-30% of the Southern CA water supply.  Strong shaking 
could cause liquefaction and collapse, with Bay salt water rushing in 

and polluting drinking water. 
Jeanne Perkins of the Association of Bay Area Governments 

(ABAG) spoke about utility and lifeline issues and how there could 
be over 155,000 uninhabitable units in future Hayward or San 
Andreas earthquakes, with as many as 70,000 people (who have no 
alternate housing options) seeking shelters.  She stressed that a 
major Hayward Fault quake could leave people living in shelters as 
long as 90 days after the event.  She also said that 85% of the 
building failures would probably be in multi-family 
dwellings, and that is where many of the laborers live.  
Those laborers, if available and not dealing with their own 
home losses and impact to families, could be dealing with a 
projected 1138-1650 road closures and 6000-7000 pipeline 
breaks.  Not a recipe for a quick recovery. 

Robert Sigtermans of the California emergency Management 
Agency (CalEMA) said the agency has a “base” earthquake plan, 
plus twelve sector plans reflecting different types of impact. 

During Q&A there was discussion about how many people might 
be walking away from damaged homes because they were 
uninsured and unable to afford the repairs.  In this economy, many 
of those could be worth less that what is owed, having a huge 
impact not only on the owners but the financial industry as well.  
Mary Lou suggested that institutions should not be permitted to 
grant loans on multi-unit facilities without a structural engineer‟s 
certification that meets a level of earthquake preparedness that 
would make it unlikely that damage could exceed value.  She fells 
that mitigation is even more important (and often more 
practical) than earthquake insurance. 
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 BRMA Members Profile by Scott Baldwin   

  

  
  

What are some of the interesting BCP trends that you have 
become aware of recently? 

 
New standards on business continuity and disaster recovery 

planning are becoming more and more frequent and complex. It‟s 
great to see the public-private partnerships working together to put 
them forth and it will be interesting to see which standards are 
adopted here and abroad.  

 
Based on your experience, the current climate and the various 

businesses you‟ve been exposed to, what is your current „crusade‟, or 
in other words, what BCP issue do you personally feel needs the 
most urgent attention? 

Outsourcing technology or services requires close attention be 
paid to vendors and possible impact on your organization. Many 
times vendors do not have recovery plans, more often with pandemic 
plans. With the current activity of Avian Flu and the new Swine Flu 
it‟s important to keep pandemic plans up-to-date, work with vendors 
to review or even help them develop pandemic plans, and ensure 
employee bases are well informed. 

 
How do you think BRMA can help you with these challenges?   

I think BRMA and other local organizations are great resources of 
information and experience sharing, and allowing organizations to 
confront issues together. 

 
When you‟re not working on BCP, what do you like to do to 

relax? 

I love to spend my down time on a bike or the slopes of the 
Sierra or Rocky Mountains.  
 

This month‟s profile spotlight is on Matthew Rey. 
 
Before we discuss Business Continuity and industry specific 

topics, let‟s learn a little about you personally. Where were you born 
and raised? Give us a brief history listing some of your highlights. 

 
I was born in Miami but raised in Northern New Jersey. While 

attending the George Washington University I lived in Washington, 
DC, studying computer science and business administration. I then 
began working in New York City for a few years before making the 
final move to the bay area last spring. 

 
How did you get your start in BCP and how long have you been 

at it?  
 

My BCP career began five years ago as an internship in the business 
continuity group of Lehman Brothers. I was attracted to the field‟s 
many touch points throughout the organization and felt it was a 
great fit for me. 

 
What do you like most about your BCP job?  
 
The variety of daily challenges, from long term planning projects 

to incident response and crisis management… Every day brings 
something new. 

 
How did you become involved in BRMA? 

 
In November of last year I was attending a San Francisco DPH 

Pandemic meeting when I met a member of BRMA. She invited me 
to a meeting later that afternoon as a guest. I felt it was very 
productive and insightful, and looked into membership later that day. 
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 New Members provided by Dick Evans  

  

 BARCfirst/BENS/BRMA Joint Infrastructure Symposium     
continued 

  

 

Robert Webster, Dept of Technology Services 
email: robert.webster@dts.ca.gov 
referred by Barry Cardoza  
  
Roxanna Cieplinska, Red Oak Technologies 
email: Roxanna@redoaktech.com 
referred by web  
 
Jean Anderson, AWS Disaster Planning  
email: jeanaws@aol.com 
referred by: web 
 
Brian Whitlow, SF Card 
email: brian@sfcard.org 
referred by Al Parso  

Don Boland of the California Utilities Emergency Association said 
CUEA has been a “common thread” of private/public partnerships 
since 1952, with 84% of the infrastructure represented and a primary 
goal of efficient communications before, during, and after a crisis.  
That includes coordination of in-state, out-of-state, and even 
international resources, with seats in the CalEMA State Operations 
Center, the Business & Utility Operations Center, and CUEA Utility 
Operations Center.  CUEA is focused on emergency-related response, 
restoration, operational and business continuity for: 

 Gas  

 Electric  

 Water  

 Wastewater  

 Telecommunications   

 Pipeline 

Don gave Katrina as an example, citing that the impact 
included gas, electric, drinking water, waste water, 
telecommunications, and pipeline breakages.  (Not unlike 
what would be experienced during a major Bay Area quake.)  
Key CUEA initiatives include: 

 Bringing the water issue to the forefront; there will be no 
recovery without both drinking water and waste water 
processing (without which you have a biohazard). 

 Forming mutual assistance agreements between the water 
companies. 

Don also pointed out that 2.8 million people were impacted 
during the 1/3-1/7/2008 power outage and that issues like having 
keys that can open what were previously automatic doors, and 
backup power for cash registers, can become major and often 
overlooked issues.  He also noted that you can shut off your gas 
(and you’d better know how to do that) but you can’t turn it 
back on.  You’ll need to wait to have that done by 
overwhelmed public utility workers and that is going to take 
a while after a major event. 

Ira Messner of Verizon Wireless spoke about how they have 
separate crisis management teams for 21 regions and campuses.  
There is redundancy in that if one team is impacted a team from 
another region can step in.  He mentioned that they have data cards 

and other equipment that they can loan to public responders.  They 
can also set up emergency centers for cell phone charging (often a 
major issue during power outages) and even cell phone repair and 
replacement. 

Robert Spinelli, also of Verizon, said their Emergency Operations 
Center checks the welfare of their employees first and then evaluates 
the status of their network.  Their cell sites have backup power, but 
even those can be impacted during a prolonged power outage, 
particularly if replacement batteries and fuel for generators cannot 
get to their sites due to road closures.  He said that standards are 
very important to assure that parts and procedures are uniform from 
one site to another.  And he spoke about their virtual “animal farm” 
of resources that include: 

 COWs – Cell Towers On Wheels 

 COLTs – Cells On Light Trucks 

 GOATs – Generators On A Truck 

Jeffrey Jackson and Craig Yamato of TW Telecom (formerly part 
of Time Warner, but now a separate entity) started by saying their 
company is not a well-known name because they work in the 
background.  They lay and repair the fiber cable on which all of the 
major providers depend.  Not surprisingly, they said that one of the 
major causes of a failure is not an earthquake, but someone with a 
backhoe digging into the lines by accident.  On the other hand, an 
earthquake could cause so many breakages (some of which 
could be inaccessible due to road closures) that complete 
repair could take a considerable amount of time.  They noted 
that “recovery” is a last resort, with designing for resilience being the 
strategy.  In their case, .99999% availability “is a baseline, not a 
goal,” with redundant active/active network operations centers and 
replicated online data storage accessible anywhere and immediately. 

During Q&A, it was discussed that there can be some local 
challenges for the cellular industry, like San Francisco not allowing 
generators on roofs.  From the cellular perspective, the 
Peninsula and East Bay are more resilient in terms of power 
and, even with redundant fiber routes, the services still 
depend on power. 
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 BARCfirst/BENS/BRMA Joint Infrastructure Symposium     

continued 

  

  
  

 

Following a break, there was an announcement by Dana 
Henderson of San Francisco Pubic Health regarding the Push Partner 
Program that is designed to push antibiotics out to the public quickly 
following a terrorist anthrax attack.  They have a “draft” toolkit for 
private sector agencies and the program is to be nation-wide.  
Employees would not need to flock into public Points of 
Distribution (PODs) if the antibiotics were available through 
their employers.  It was noted that employers do not need to have 
medical staff onsite to become a distribution center and that more 
information can be obtained from Dana.Henderson@sfdph.org. 

Stuart Nishenko of PG&E then spoke about upgrading their 
facilities “safety and soundness” standards.  Many of those facilities 
and also the pipelines are over a hundred years old.  Pipeline 
replacement is at 89% and is anticipated to be concluded in 2014.  
Facility upgrades include circuit breakers with lower centers of gravity 
that are less likely to topple during an earthquake. 

PG&E has a gas transmission earthquake plan and response 
procedure in place, and that encompasses consideration of different 
types of earthquakes and different fault lines.  Lessly Field, also of 
PG&E, spoke about the changes within their emergency management 
organization which are further aligning them with the National 
Incident Management System (NIMS) and the Incident Command 
system (ICS) to ensure that they can communicate effectively with 
the wide breadth of public sector emergency response agencies.  
PG&E partners with many public and private entities including BENS 
and CUEA.  For PG&E, it is particularly important that other entities 
provide staging areas wherever they may need to be to address an 
outage. 

Preparedness and planning aside, Lessly said that following a 
major earthquake the number of outages could be so overwhelming 
that companies and individuals should be prepared for a 
minimum of 72 hours of electrical and gas service 
interruptions.  She went on to say there could be outages for 
weeks in the most heavily impacted areas, with areas like 
San Francisco having the complicating problem of land fill 
and potential liquefaction. 

Steve Frew of the East Bay Municipal Utilities District (EBMUD) 
stressed (as had previous speakers) the interdependencies on which 
all of the utilities depend.  If you have no electricity to run the water 
pumps, you will eventually have no water.  And the fault lines cross 
many water routes, potentially causing some of them to fail.  Steve 
stressed that people need to have 3-4 weeks (not 72 hours) 
of water on hand.  He stressed the importance of mutual 
assistance agreements between various water agencies for additional 
emergency response personnel. 

Jim Wollbrinck of San Jose Water spoke about the importance of 
the Bay Area Security Initiative Collaborative (BASIC) and the 
Water/Wastewater Agency Response Network (WARN).  He also said 
that smaller utilities have fewer resources and aren‟t as likely to be 
involved in WARN and their exercises. 

Jim echoed many of the “interdependency” issues mentioned 
above (need for electricity, open routes to problem sites, spare parts, 
etc.).  Following a major quake there could be thousands of leaks in 
need of repair.  As an example, he said that in San Jose there 
could be a need for as many of 250,000 bottles of water a 
day.  A “water bagging” system is in place, but is insufficient today.  
He stressed that water and power outages should be a major 
part of a company’s recovery exercises and suggested involving 
local utility companies in those exercises. 

Radiah Victor of the Metropolitan Transportation Commission 
(MTC) spoke about the Regional Transportation Emergency 
Management Plan (RTEMP).  Goals include: 

 Information clearing house for all transportation agencies. 

 Coordination of emergency funding. 

 Interagency coordination. 

 Public information (via 511, media, etc.) 

Radiah stressed the need for prioritization during a crisis 
because no agency can do everything at once in preparation 
for, or during, a severe regional crisis. 
Sean Nozzari of Caltrans said that their priorities would be: 

1. Traffic control 

2. Damage assessment 

3. Response 

Sean said that there are something like 2000 incidents a day.  
Caltrans is in the process of developing a new traffic management 
system to improve knowledge of incidents and reduce response 
times.  He also noted that a Governor‟s or Presidential declaration of 
a disaster can assist them in streamlining responses and speeding the 
recovery.  Like some other agencies above, Caltrans uses NIMS to 
work with their public sector partners. 

Catherine Westphall of Bay Area Rapid Transit (BART) said that 
their Earthquake Safety Program is the top infrastructure priority for 
the fifteen billion dollar system.  The Hayward, Calaveras, San 
Andreas, and Concord faults intersect with BART lines at many 
different points.  This includes retrofitting of the Transbay Tube, 22 
miles of aerial guideways, 19 stations, 4 maintenance yards, parking, 
and operations and administrative facilities.  A lot of that work 
focuses on strengthening the 1,918 guideway supports (pillars) that 
support the overhead tracks. 

To give us some fair warning, Catherine said that at first 
knowledge of an earthquake all BART trains stop for five 
minutes.  After that, travel is very slow until inspections are 
completed. 

Cody South of the Federal Reserve Bank of San Francisco said 
that Fed has 12 districts and 12 different corporations and the 12th 
(this) district is the largest.  He said that they support 24 different 
liens of business, including cash supply, check processing, and rate 
setting.  They perform four or more exercises a year.  He stressed 
that shortages of cash aren’t as much of a problem as the 
movement of cash during a regional crisis that impacts the 
carriers and the transportation routes. 

Michael Bacon of Wells Fargo then spoke about how his 
institution is robbed on an average of twice in a normal day.  They 
have about 300,000 employees in 50 states, with about 20,000 of 
those in the Bay Area.  They have somewhere between 10,000 and 
15,000 ATMs in the Bay Area.  He stressed that everything impacts 
Wells.  Even just power outages happen to them every day.  On the 
other hand, their geographic diversity enables them to bring people 
and materials from other areas during a regional crisis. 

Michael said that the difference between an incident and an 
emergency is just a matter of scale.  And, when it comes to 
tactical information, it is important that you know what you 
don’t know.  That would include when and where a crisis will occur, 
and whether it will just be an incident or scale up to be an 
emergency. 

 

mailto:Dana.Henderson@sfdph.org


 

Official Notice: “Articles published in the BRMA Newsletter reflect research, opinions, and experience of the member/author and have not been validated, endorsed, or substantiated by the Board of Directors of the BRMA organization.” 
 

 

 

 
 

6 BRMA 

 
 

 BARCfirst/BENS/BRMA Joint Infrastructure Symposium     

continued 

  

  
  

 

David Wiedemann of Brink‟s said they have 22 sites in California 
with offices in Oakland near Alameda.  Their priorities during a crisis 

are: 

1. Protect employees 

2. Protect customers‟ liability 

3. Protect Brink‟s assets 

Major pieces of their response plan include customer notification 
and to work closely with the Federal Reserve. 

Jill Rulon of the California Grocers Association (CGA) told 
attendees that a Memo of Understanding has been signed between 
the grocery sector and the public sector at the state level. Now, they 
are working together to spread arrangements into the regional and 
local levels with the goals of keeping stores open and maintaining 
distribution.  She noted that most grocery stock is sitting on the 
shelves, with very little in stockrooms.  Moving groceries 
during a crisis, when infrastructure is impacted, is a major 
issue. 

Chuck Salby of Wal-Mart outlined priorities that were very similar 

to what we had heard from others: 

1. Care of people 
2. Care of operations 
3. Care of communities 

Wal-Mart has over 1.5 million employees (what they call 
“associates”) in 50 States, 4,200+ Retail Outlets, 148 Distribution 
Centers, and over 50 corporate facilities.  During hurricanes 
Gustav and Ike over 230,000 of their employees were 
impacted along with 383 facilities.  Katrina impacted about 
34,000 employees and 173 facilities.  Even so, after Katrina they 
managed to recover 66% of their facilities in 48 hours and 93% in 7 
days.  That takes a lot of preparation. 

But, it‟s not just the recovery of Wal-Mart.  “Care of communities” 
is on their priority list and after hurricanes Katrina and Rita they 
provided 2,498 trailers of merchandise, over 3M million gallons of 
drinking water, $17 million in cash to relief organizations, $3.5 million 
in donated merchandise, and over $14 million to support impacted 
employees. 

Aside from a huge fleet of trucks, Wal-Mart maintains two 
Disaster Recovery Trailers, a Communications Van, and a Shower 
Trailer that can accommodate 20 people at a time.  Chuck mentioned 
that it is hard to imagine how important the ability to shower is to 
people who have been working out in the field, responding to a crisis 
over an extended period of time. 

Chuck stressed not only the need for preparedness, but 
also the need for private and public sector cooperation 
before, during, and after a crisis.  But, then, that‟s what this 
event was all about and I think that the attendees would 
wholeheartedly agree. 
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We’re on the Web! 
See us at: 
www.brma.com 

 

 

 

Code of Ethics 
 

About Our Organization 
 

 

The Business Recovery Managers Association is a non-profit organization founded in 1993 and 
it is dedicated to the advancement and support of business recovery planners, their industry and 
profession. Activities of the association are directed by the elected officers to help the members 
stay informed about trends in the business continuity profession. 

Our programs promote knowledge sharing for all levels of expertise.  One of the goals of BRMA 
is to provide useful tools that the members can apply to their jobs, and to their professional 
growth.  Membership feedback guides the Board of Directors in planning the organization's 
activities. 

 

Coming Events 

Date Location Subject Sponsor 

August 12th San 

Francisco 

Testing and Evaluating Your 
Response Plans 

SF Ready 

September 13th – 16th  San Diego DRJ‟s Fall World 2009 DRJ 

October 14th San 

Francisco 

Seismic Update and 
Evaluating/Assessing Your Building 

SF Ready 

December 9th San 

Francisco 

Building and Maintaining 
Corporate/Business emergency 
Response Teams 

SF Ready 

 

All Members of the Business Recovery Managers Association and their guests in conjunction or 

connection with any BRMA activity shall: 

Á Conduct themselves and their activities in a professional business manner.  
Á Abide by the code of ethics, by laws and operations guide procedures. 
Á Properly register at all BRMA meetings and activities. 
Á Not engage in sales activities or solicitation. 
Á Not conduct any other activity contrary to the purpose and objectives for BRMA 
Á Not distribute any materials or post displays or any kind at BRMA activities without the prior 

approval from the Board of Directors. 
Á Only use the membership mailing list for contacting other members to discuss business 

recovery planning and official BRMA business. 
Á Not use the BRMA name other than in the conduct of BRMA business, as determined by the 

bylaws and/or the Board of Directors. 

B USINESS  

R ECOVERY  

M ANAGERS  

A SSOCIATION  

 
 
BRMA: Business Recovery 
Managers Association 
PO Box 2184 
San Francisco, CA 94126 
 
Hot Line 
(925) 355-8660 
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newsletter@brma.com 
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